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To Think To Learn

The recent incidents What common risks of Tips to prevent data

and trend of cyber data leakage around us? leakage
attacks




o Information Security Incidents

o Statistic on data leakage
o 4Ps to REMEMBER!
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HSBC admits losing data of 159,000 account holders HSBC &)

8 May 2008

o HSBC announced losing a computer server containing private data of 159,000
account holders. HSBC admitted it lost track of the server during renovations
at its Kwun Tong branch. It was claimed that the server was protected by
multiple layers of security.
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Lost of USB device:

-A department staff reported that a USB was lost

-Information included: name, date of birth, HKID, phone number, address, family
member’s information & contact, etc. of patients

-Reported to PCPD

Causes:

-Staff copied the information into a USB device for working at home
-The USB device was found disappeared

-Many records in the USB device are not encrypted




Personal Information leakage from a website:

-PCPD contacted a department that personal information on their website was able
to be searched from search engine

-The website of the department was developed by a outside vendor

-Use of the website: event registration for staff, student, & outside people
-Information collected: name, ID, e-mail, credit card number, etc.

-The incident was published in newspapers

Causes:

-Staff download the registration records, these records were placed in a temporary
folder which should be deleted immediately after the download

‘No access right implemented to the temporary folder

-The temporary folder can be searched by the search engine @




Website being hacked:

-HKPF found in the hacker site that a department’s website was being hacked
-Hacker posted the personal information collected from the website in the hacker site
-The department’s website was developed by a outside vendor

-Use of the website : for a project which will collect student’s research topics
-Information collected: student’'s name, ID, e-mail, research topics, etc.

-The incident was published in newspaper

Causes:
-Linux server which didn’t install security patches for several years




Personal information leakage from a PPT file:

-PCPD received complaints that a site is leaking personal data

-A PowerPoint prepared by a presenter in a conference was uploaded to department’s
website

-Some charts in the PowerPoint are generated by an Excel data file embedded in the
backend

-Information contains: patient’s personal information

Causes:

-The staff uploading the PowerPoint does not realized that the file contains personal
data, and these applications can embed other applications in the backend




Phishing e-mails:

-Many hackers send phishing e-mails to university members
-Purpose: steal account information, or other confidential information in the computers

-The phishing e-mails contains some executable attachments (e.g. *.zip, *.exe) or
URL(links) in the e-maill

-Some systems were infected by some Trojan, also some abnormal network activities in
the odd hours

Causes:

Victims may click on the URL, or double-click the attachment embedded in the
phishing e-mail

-The URL or attachment embedded in the e-mail will immmediately install some virus /
Trojan to the computers when you open it

-These virus / Trojan cannot be detected by anti-virus program because:
-The virus signature of the anti-virus program is not up-to-date @

-They are new virus(zero-day)

-The computers were not shutdown when not in use




e Involved parties
- Incident reporter
- Data Source owner
- ITSC - Information Technology Services Centre
- PDCC - Personal Data Controlling Committee
- SEC, CPR
- AAPC — Administrative & Planning Committee
- PCPD - The Office of Privacy Commissioner for Personal Data
- The Hong Kong Police Force
- Funding Source




Incident Reporting and Handling

1. Submit Incident Reporting Form to or
and PDCC

( )

2. ITSC will help to evaluate the incident and do investigation.

3. PDCC convener may call up an ad-hoc meeting to review the incident,
assess the impacts and risks, discuss remedial actions, prepare press
release etc.

4. Reporting party may need to report to the Hong Kong Police Force and
setup all necessary remedial actions.

5. PDCC may report the incidents to AAPC and the Office of Privacy
Commissioner for Personal Data.

6. CPR will prepare script for press enquiry. @




e Remedial actions
- Contact impacted individual data subjects
- Setup Telephone hotline and Voice Mail
- Post the incident in departmental website
- Send email to notify incident happening and express apologies.
- Staff disciplinary actions




STATISTICS ON DATA

LEAKAGE
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By sector: number of incidents as a % of total for 2010

Number
of people
affected

Healthcare
Government |
Education |

Financial Services
Retail |

Other |

Technology & Telecoms |
Insurance
Information Services
Industrial Markets |
Non-profit |
Professional Services |

0% 5% 10% 15% 20% 25%

Why UnlverSItIeSr) Source: KPMB International. October 2010
* Hacking for challenge/ fun

(external and student hackers / professional and script kiddies)
* Universities’ computers - a great candidate for zombie machines
* Relatively weak security perimeter
* Enormous personal information
* Valuable research data



e Classified as 4 types :
e Negligence cause
e Phishing e-mail / website
e Password stolen
e Hacking / compromise
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Properly

Password

Data

‘ Personal
Privacy

Portable Property

device

Properly Protect your Personal Property 6




1. DATA PRIVACY




o Brought into force on 20 December 1996.
o Protect the privacy interests of living individuals’ personal data.
o Controls the collection, holding, processing or use of personal data.

o Amendments of the Personal Data (Privacy) Ordinance relating to
direct marketing and the legal assistance scheme take effect from 1
April 2013.

o Data user Is required to take specified action before using personal
data in direct marketing and data user must not use or provide
personal data to others for use in direct marketing without data
subject’s consent or indication of no objection.



o Policy in protection of personal data (privacy) -

Personal Data Controlling Committee of CUHK
( PRIEELANE R (FLAR) BUR - EA B EEZ RS )

« All staff members and students of the University who handle identifiable
personal data should take extra precaution to ensure that the relevant laws on
personal data (privacy) and University Guidelines are complied with and that
effective security measures are adopted to protect personal and sensitive data
concerning a wide spectrum of data subjects such as staff, students, alumni,
patients, clients, donors, job applicants and other data subjects involved in
research/experiments/surveys
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> MED)ESF AR (E N & 14(%&#WJ£T
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o The University’s Guidelines in Protection of Personal
Data (Privacy) - 6 Data Protection Principles

» Principle 2 - Accuracy and Duration of Retention - personal data should
be accurate, up-to-date and kept no longer than necessary.

» Principle 3 - Use of Personal Data - personal data should be used for
the purposes for which they were collected or a directly related purpose.

» Principle 4 - Security of Personal Data - appropriate security measures
to be applied to personal data (including data in a form in which access
to or processing of the data is not practicable).

h
/’raf,-, ;;me



o Principle 4 - Data should be protected against unauthorized
or accidental access, processing, erasure or other use
having particular regard to:

Access (physical or logical)
Transfer
Process

Storage:
o Physical location
o Security measure

h,
/)m[na%ce



o What Is Personal Data?

Name, Picture, Description of someone

Address, | Hobby and interest,

Age, Academic Grades,

Telephone number  Teaching evaluation

HKID number, results,

Student number, Opinion or expression on

Medical records, something,

Financial status, Examination scripts,
Personal mail/email

Hardcopy, eletronic copy, picture, video, voice
recording

Personal Data




s

pelpLul
Tips

o Please take extra care and possible security measure when
you are handling personal data!!!



2. PHISHING




o Phishing / Fraud E-mall
o Phishing Website




o Aim:
O To steal / collect private information

o Purpose:
O Forsale
O For stealing your money
O For sending phishing e-mails
O For controlling your computer
O For doing other illegal or evil things



i~

o Tactics:
O Use legitimate email’s look and feel

O Embedded with a hyperlink which will redirect you
to a phishing website

O Embedded with an attachment which contains virus
O Tempt you to reply
o Claim to be urgent



How to differentiate?

o Key phrases:
» “Verify your account.”
» “You have won the lottery.”
» “If you don't respond with 48 hours, your account will be closed.”
» “To unsubscribe, click here...”

o Reply address is different from sender’s.
o Doubtful link / attachment embedded. MB. ﬁﬁﬁ1



B Update Your Email Account Now!!! - Message (Plain Text)

: Fle Edit Y“iew Insert Format  Tools  Actions  Help

[r—

 aReply | LiReply to Al | i Forward | 4 | LA | ¥[S0 X | & - @ - A*|%|@|@F!
t & snaglt |2 | wWindow v!

Extra line breaks in this message were removed.

From: & THE CUHK.EDLLHE SUPPORT TENI! [helpdesk@cuhk. edu.hk] Sent:  Maon 1182008 17:48
To: undisclosed-recipients
i

Subject:  Update Your Email Accounk Mot

Dear cuhk.edu.hk Subscriber,

| *

e are currently carmying-out 2 mentainace process toyour cuhk.edu bk account, to complete this process vou must reply to this email
immediately Your email address here (7777 and enter your passwaord here

(R T you are the
rightful owner of this accaunt,

Reply to Email: spamalertofficerT @dgmail.corm

This process we help us to fight against spam mails.
Failure to sumimit your password, will render your email address in-active from our database. I

FOTE: You will be send a password reset messenge in next seven {71 warking days after undergoing this process for security reasons.

Thank yau for using cubk.edu.hkl
THE CLUHE.EDL HE SUPPORT TEAM

W
S — |



o Reply address is different from sender’s

E¥ RE: Update Your Email Account Now!!! - Message (Plain Text)

! Flle Edt ‘iew Insert Format  Tools  Actions  Help

Pmcend | W b a0 8 A lAIB LU s = = s i s e

& snaglt |2 | Window - !

’ Ta... ]i|spamalertnfﬁcerl@qmail.mm |

(e | |
Subjeck: |FLE: Update Your Email Sccount Mol 1] |

[

----- Qriginal Message-—----

From: THE CUHK.EDU HE. SUPPORT TEAM [mailto:helpdesk@cuhkedu.bk]
Sent: Monday, August 11, 2008 5:43 P

To: undisclosed-recipients

Subject Update Your Email Account Mowill

Dear cuhk.edu.hk Subscriber,

Wie are currently cartving-out a mentainace process to your cuhk.edu hk account, to complete this process wau must reply ta this email
immediately Your email address here (7 and enter yaur passward here

P T voU are the
tightful owner afthis account.

Reply to Email: spamalertofficer! @amail.com

This process we help us to fight against spam mails.
Failure to summityour password, will render your email address in-active from our datahase.




o
HelpLul
Tips
o When you receive a similar suspected e-mail, you should:
» NEVER reply any information to the e-malil.
» NEVER click on any hyperlink in the e-mall.
» NEVER open (double-click) on any attachment in the e-mail.

e Check whether it is a reported case through our page on

Phishing:
* Reportto ITSC at if it is a new case.
» Delete the e-mall.
ITSC and CUHK
NEVER

ask for your PASSWORD



o Tactics:
O Embedded a link in a phishing e-malil
O Use legitimate webpage’s look and feel

O Embedded and install virus, trojan, or malicious
software




o Doubtful link embedded

B Account Update - 3ff (HTHML)

P WRE REE BRO A0 BR0 IEO ST HEo
L ERE | CERAERL | 8w o d v S X e

B " Chinese Tniversity of Hong Kong [secureteam@cuhk edu, hk]
L {55 - wndizclosed -recipients

Sl

F5: Acoont Tpdate

Attention Member.

Please click on below link to update vour Email account.

http://swebmail. cuhk.edu. hk/

blocked :httptwewews 1025 mafjstwebimadl .cuhleed o bk

Chinese Umversity of




PHISHING WEBSITE

o This is the phishing webpage
I/ (s wekcometo CumK..
« < C M v hittp//www.1025.ru/js/webmail.cuhkedu.hk/ » O~ F-

' WEB V1 G ‘ ) No e-mail in INBOX but still prompting Quota exceeded?

_ ITSC or CUHK never ask for your account and/or personal information through e-mail
e A Web Interface to the CWEM System

Welcome to CUHK WebMail

Computing 1D [ }
CWEM
Password
Language | English (US) [~

Log i

4

(CADS Reference Number: 041)

Beware of Phishing E-mail ITSC or CUHK never ask for your account and/or personal information through e-mail.
Check out more information at hitp2/www.cuhk.edu.hk/itsc/network/app/email/phishing.htmi.

Usage Tips: Forgot your CWEM Password?
Next Maintenance Sessions: Check hitp /www cuhk edu hivitsc/sys_avaloutage himl
Need Help?
You can browse the User Manual NET105 Access to the CUHK WebMail System in English and Chinese.

For comments and enquiries about the CUHK WebMail system, please write to the ITSC Electronic Helpdesk at hitps /helpdesk itsc cuhk edu hi/group/postmaster .

Copyright © 2008 Information Technology Senvices Centre, The Chinese University of Hong Kong.
CUHK WebMai is developed based on the IMP Webmail Client




o This is the legitimate webpage

/= Mail :- Welcome to CUHE WebMail - Windows Internet Explorer
v[ A& 4] x] [2Fcooue

6\;; - |E httpe e bimail euhleedw hllo zin phpnes lans=n GE
File Edit Wiew Favorites Tools Help
x Google | v s @ k- Bz 5 (U EEDR - D HERE - 68F - T aams - 4
fi - B - = & - e

{2 Favorites | '{;‘g @ Buggested Bites - m Free Hotmed @ | Web Slice Gallery -

[ Mail :: Welcame to CUHE WebbMail |

Mo e-mail in INBOX but still prompting Qu
ITSC or CUHK never ask for your account and/or personal information -

e FrEsgy A Web Interface to the CWEM System

Welcome to CUHK WebMail

Computing ID |

CWEM |
Password

Language|English (GB)

(CADS Reference Number; 041)
Beware of Phishing E-mail! ITSC or CUHK never ask for your account and/or personal information through e-mail. Check out more information at

http:iwew.cuhk.edu.hklitscinetwork/applemail/phishing.html.

Usage Tips: Forgot your CWEM Password?
Next Maintenance Sessions: Check http:ifwww.cuhk edu hkfitsc/sys_avaloutage. html
You can browse the User Manual NET105 Access to the CUHK WebMail System in English and Chinese.
For comments and enquiries about the CUHK WebMail system, please write to the [TSC Electronic Helpdesk

at https:#helpdesk itsc.cuhk edu hkigroup/postmaster

Copyright ® 2008 Information Technology Semnvices Centre, The Chinese University of Hong Konag.
CUHK WebMail iz developed bazed on the IMP Webmail Client
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Tips

O Tips to prevent phishing website

DO NOT click the link provided in the e-mail or provide
personal data to the e-mail or website.

Reset your password IMMEDIATELY in case you have
Input your account information to the phishing website.

Verify digital certificate.

Use SSL (https://) when browsing any website that may
process sensitive data.

Enable anti-phishing website function.




o Verify Digital Certificate
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{2 Mail :: Welcome to CTHK WebMail - Windows Internet ] Certificate

-,T L hitps cuhk edu bl = e—— i
G- mm General | Details | Certification Path | -
File: Edit Wiew Favorites Toolz Help

x Google vk - I
i
! =—-1 Certificate Information

o Favorites | 55 & - E Free Hotmadl &
[] Madl :: Welcome to CUHE WebbMail

This certificate is intended for the following purpose(s):
—] » Ensures the identity of a remake compuker o

WEB

ST %5 A Web Interface to the CWE] * Refer to the certification authority's stakement For details,

Issued to: webmail, cuhk.edu.hk

Issued by: Hongkong Post e-Cert Ca 1 - 10

valid from 3/16/2011 to 3/30/2013

[lnstall Certificate...] [ Issuer Statement

Beware of Phi Ok i
hitp:iherww.culf




o Enable SmartScreen Filtering function in IE 8
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o Enable anti-phishing function in FireFox
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&) A =HE ! - Mozilla Firefox
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3. PORTABLE DEVICE




o USB Storage Device
o Notebook

o Tablet

o Smart Phone

o ..




o Benefit
o Small size
» Large storage capability

o Risk

» FEasytolose

» Unauthorized person can get enormous stored data
In If no protection



For USB storage device / Notebook

oUse Data encryption (Hardware)
o e.g. Stealth MXP USB device about $2000 for 4GB
o e.g. Dell Latitude D630 Notebook about $7500

oThis solution i1s most convenient and fast but
expensive



o Data encryption (Software)
e e.g. TrueCrypt

( )
» e.g. BitLocker, Bundled in Win 7

|I:'|,encrypted'l,encrypted j Select File. ..
Select Device. ..

v Mewver save history
Volume Toals. .. |

Auto-Mount Devices ‘ Disrnount All ‘ Exit ‘

o This s a cheaper but slower solution.
o It can be used for PC, notebook and storage device.
o It supports to encrypt entire partition, drive or storage device




For USB storage device / Notebook
oDO NOT store sensitive data into portable device.
oStore minimal data if storing into portable device is unavoidable.

oTake all necessary security measure to protect the data in the
portable device, e.g. encryption, password, finger print ...

oRead guidelines in securely managing mobile computing devices
and removable storage media

( )



For Smart Phones & Tablets 1 gl

oLock Your Mobile Device
e Enable passcode
e Auto screen lock after a short period of inactivity

oUse Secure Networks
e Turn off Wi-Fi, Bluetooth and location service when not use
e DO NOT connect to untrusted Wi-Fi networks

» DO NOT access personal data with public Wi-Fi networks
e  Use secure network e.g. VPN




For Smart Phones & Tablets =

oEnjoy Safe Browsing

oProtect Your Operating System (OS)

Beware of suspicious link clicking and attachment from suspicious e-mail or
text messages as they may contains virus

Use SSL (https://) when browsing any website that may process sensitive
data

Beware of the Quick Response (QR) code you scan as it might links to a
malicious website which may also contain virus

DO NOT jailbreak or root the device
Keep the OS updated
Install anti-virus software



For Smart Phones & Tablets =

oMind Your Apps

DO NOT download apps from untrustworthy sources
Review and update apps regularly
Remove unused apps

oProtect Your Sensitive Data

Avoid storing confidential / sensitive data

Encrypt confidential / sensitive data

Back up the data to another secure storage media regularly

Securely erase / wipe all the data before discarding or selling your device

Report any lost or stolen university-owned devices that contain sensitive
or restricted data of the University to the Director of IT Services at



4. PASSWORD




o Strong password
o atleast 8 characters

o mix of random

o mixed-case alphabetic characters
o nhumerals, and
o special characters (e.g. #, $, !)

o 2 Factor Authentication



o Use Strong Password

Number of | 26 (lower case 36 (lower case |52 (upper and lower
Characters | letters only - |letters plus numbers case letters -
in Password abc) - abcl23) AaBbCc)
5 1.98 minutes 10.1 minutes 1.06 hours
6 51.5 minutes 3.74 hours 13.7 days
7 22.3 hours 9.07 days 3.91 months
8 24.2 days 10.7 months 17.0 years
9 1.72 years 32.2 years 8.82 centuries




123456

STRONG

p@trick1101

91557730

We@rthch7730

20080801

i08_ly01

frankie

e e ampion+
last 4 digit of mobile no.

lily births on 15t of

August
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DO

Use strong password. _ jar

Log off when finished using terminals or PCs in public areas.
Change password frequently, e.g. 90 days.

Change the default or initial password the first time you login.
Beware of shoulder surfing.

DON'T

Don't use dictionary words and personal related information as
login name or password.

Don't place your password conspicuously.
Don't tell your passwords to other people.

Don't store your password on any media unless it's protected from
unauthorized access.

Don't use the same password for everything.
Don't reuse recently used password.
Avoid using the “remember your password” feature.




Passwords Are Like Undervwear ‘

Passwords are like uhderwear...

=

Chahge Yours often. " etpf'-’i
Passwords are like underwear... Tps
Don't share them . -
with friends. o

Passwords are ,
like underwear... Y& ,
The |onger, the f

d K
better Passwords are like

underwear...
Be mysterious.
Passwords are like
underwear...
Don't egve yours
I¥ing ground.




MORE TIPS ON
PREVENTING DATA
LEAKAGE




%MPUTEF

o Your Awareness

o Report IS incidents

» In case of leakage confidential information in electronic
format, report it inmediately to

o Detalls can be found at



o Proper disposal - hardware
o Zero-filled (
» Data Purging ( ).
» Degaussing the devices.

» Physically destroying them, or by using a data cleaner to erase
data inside.

o Proper disposal - hardcopy
o Use paper shredder.



o Media maintenance
»  Buy device which supports hardware data encryption.
» Remove hard disk before repairing.
o Clean up hard disk.

o Third-party management
» Sign Non-Disclosure Agreement (NDA).



COMPUTER

Guideline

Done

Follow the University Software Standards

Install anti-virus software — Kaspersky

)

Update latest virus signatures for the anti-virus software

Perform regular scanning, e.qg. full scan, on your computer

Turn on personal firewall

Update Windows and update latest patches

Set strong passwords

Separate user accounts with no admin right in a shared computer

Ol N o ||k |w = -

Disconnection from the Internet when it is not in use, i.e. shutdown

10. Further suggestion.
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8.
9.

SHIELD

COMPUTER

Use encryption to protect confidential data.

Use strong password, keep them private and change regularly.
Beware of suspicious e-malils.

Configure your computer securely.

Backup important data and test the backup regularly.

Activate password protection for unattended computing devices, e.g.
screensaver.

Run a VPN connection over CUHK Wi-Fi connection.
Turn off unnecessary wireless connections.
Observe and comply with the “Data Protection Principles”.

10. Report information security incident immediately.



EE]MPUTEE?

o DO NOT connect to untrusted Wi-Fi networks.
o DO NOT access personal data with public Wi-Fi networks.

o Use ONLY your own personal computer to access any system /
website that require your passwords.

» Enable a secure network connection, e.g. VPN.

» Use SSL (https://) when browsing any website that may process
sensitive data.



o Be cautious when using public computers
» Use public computers for causal browsing ONLY.

» Public computers are insecure, they might have been
compromised by virus or malware.

» DO NOT enter passwords and any personal data.

e DO NOT access CUHK IT systems, e.g. CUHK VPN, CUSIS,
CWEM, eLearning, Staff Self-Service Enquiry System, etc. to avoid
private information and CWEM password leakage.



MS Office

Hardware
Software 4

Your Awareness
Strong

awareness
Strong password Digital Cert
Access control

Report IS incident
Third-party management
Proper disposal
Media maintenance

\ Separate user
| account

/ Securely
\Backup y \configure




COMPUTER

o For General User ( )
»  Keep your Data out of Hackers' Reach!
o  Be Alert to the Email Attachment You Received
o Computer Security Tips While Traveling Abroad
»  The DOs & DONT's checklist for protecting your digital data
»  Guidelines for securely configuring your computers (home and office)
o Security Guidelines for Smart Phones and Tablets
e Guidelines to Secure USB Devices
»  Guidelines for securely managing mobile computing devices and removable storage media
»  Guidelines for setting a strong password
»  Good practice in using Internet

o For IT Professional ( )
o Alert, News and Events
o Useful tools and link



o Visit http://www.cuhk.edu.hk/itsc/security
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THANK YOU.



